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Vicon Valerus VMS 20R1 Update 1 

General Description 

Vicon is releasing a new version of the Valerus VMS, version 20R1 (Build 19.100.???). This version 

includes new features as well as providing updates and fixes for items reported by customers and testing 

team. 

Installing this version on currently installed Valerus VMS will not require any new licensing and will not 

change the system settings. Systems covered by the Valerus Upgrade Protection Plan (UPP) will 

automatically enable the new features for their license tier, while those that are not covered by UPP will 

leave the new features disabled. It is highly recommended to update all Valerus systems to the latest 

version at all times. 

With this release, a new version of the Valerus-ViconNet Gateway is also provided for customers running 

it. The Gateway software needs to be installed separately and will not be updated automatically. 

Software Versions 

The Valerus VMS is built out of several different software modules packaged in a unified installer; Vicon 

identifies a version by the package numbering, however each module has its own internal version 

number. In the Valerus software, versions are listed in the “About,” “NVR” and “Gateway” pages. The 

current versions are: 

Module Description Former version Current version 

VMS version  This is the full package version that 

will be referred to in all documentation  

18.201.2.19806 19.100.173.21319 

Application Server 
version 

This is the application server module 
internal version  

18.201.1.19908 19.100.60.21373 

Recording Server 

(NVR) version 

This is the NVR module internal 

version  

18.201.1.19908 19.100.60.21373 

Valerus-ViconNet 

Gateway version 

Module to connect Valerus to ViconNet 

system 

18.201.1.19908 19.100.60.21373 

Internet Gateway 
version  

This is the Internet Gateway module, 
which can be installed when 

connecting to a public network 

18.201.1.19908 19.100.60.21373 

Keypad PLC version This is the module supporting keypad 
and PLC control of the client  

18.201.1.19806 19.100.17.20777 

Client version This is the web client UI internal 

version 

18.201.1.19913 19.100.116.21437 

Player version This is the video player module 

internal version  

18.201.1.19870 19.100.37.21405 
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As updates to the Valerus software are being released, an updated VMS installation package will be made 

available. When installed, the modules that have changed will show an updated internal number while 

the ones that have not will remain as before. 

Updates to the Internet Gateway and keypad installations will be available on the built-in software 

download page in Valerus. 

The Valerus-ViconNet Gateway software (if needed) will be a separate download on the Valerus software 

download page due to the total size and expected download times. 

Vicon Production 

The new version will be used by Vicon production based on the release plan stages. During the controlled 

release period it will be a production option and, following that, will become the default installed and 

shipping version. 

This version of the software is published on the Vicon website and may be downloaded and installed on 

COTS hardware according to the Vicon specifications. 

Field Installation 

New Systems 

Installing a new Valerus system either with Vicon hardware or on compatible COTS hardware should be 

done according to the published specifications and installation guide. 

Updating Existing Systems 
Installing the Valerus VMS software on existing hardware must meet the minimum requirements. In the 

case of older ViconNet VMS hardware, Vicon has a guideline listing the models and their manufacturing 

dates that can be updated along with hardware upgrade kits for the compatible units. 

Note, after an upgrade, all users will be required to log in again in order to update their security 

credentials with the new ones introduced in this version. 

Fixes and Enhancements 

Support Mapping 

Valerus now offers the ability to create and import detailed maps and overlay cameras and other resource 

icons on it. The maps have the ability to link to other maps, supporting multi-level drill down, and also 

offers a quick way to review video on the map itself without having to move to the display tabs. 
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Cameras can be set to show a funnel indicating their direction and coverage area for easier user 

orientation.  

The maps can be imported from static JPEG or PNG images and will be enhanced to online, geographic 

mapping in a future version. 

 

Note! 

Any specific map can only be opened once in a viewing tile and cannot be duplicated. It is possible to 

open the same map in different viewing tabs in parallel. 

Event Storage and Query 

A dedicated database was added, supporting the ability to store all events that come into Valerus, 

including internal and external ones. In addition, a query tool was added to allow creating queries of the 

stored events and pulling information from the database. Queries can be made private for the specific 

user creating them or public so other users can share them. 

When version 20R1 is installed, Valerus will also install an SQL express database on the Application 

Server that will be used for the event storage. An added configuration in Valerus under System 

configuration allows mapping to a different SQL database if required (for example an existing one used 

by IT). 
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Bookmarking  

Provides the users with the ability to create a bookmark on a video or audio timeline and allows entering 

text notes and description. The bookmarks will be accessible from the playback timeline and shown as a 

yellow dot correlated to the time it was created. The bookmarks are also searchable in the new query 

form described in these notes. 

Users can be restricted from creating or deleting bookmarks based on their role credentials. 
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Support for Additional Camera Analytics  

Added support in Valerus for the new edge analytics offered with the latest Vicon cameras. The support is 

based on the ONVIF protocol and will also work with any camera reporting analytics according to the 

same scheme. 

Add MAC Address to Device List and Report 

For users who need the actual MAC address of the device shown in the system and included in the 

reports, it was added in both. This is primarily needed for systems who create network access lists or use 

the MAC addresses for hardware tracking purposes. 

4K Monitor Adaptations  

Changed the size of the playback calendar to better fit 4K monitors. The original font sizes had been 

reported to be too small, making the playback operation harder. 

Enforce Complex Password 

With Cybersecurity requirements in mind, Valerus now has the ability to set users in a way that will 

require them to use complex password (based on Microsoft complex password rules) and enforce it. The 

complex password will require: 

 8 to 20 characters long 

 At least one capital letter 

 At least one lower case letter 

 At least one number 

 At least one symbol 

 Must not contain the user name 

 

Index Encoder Channel Order in UI 

Multi-channel devices such as an encoder or multi-head now have a number for each channel added to it; 

this was added in order to ensure the actual order number is clear to users even if it is renamed. 

When a multi-channel device, for example a 16-channel encoder, is first added, the order is by the input 

order on the back of the unit, 1-16. Once the channel name is changed, it also changes its order in the 

list, as the system sorts it alphabetically. 
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The new number provides the actual physical order. Example: 

Kitchen [1] will indicate this camera is on input 1 of the encoder. 

This postfix is only shown in the configuration screen and does not affect the monitoring one. Users are 

advised to avoid using their own square brackets at the end of the resource name. 

 

Numeric ID in Resource Properties 

Added an indication and the ability to edit a resource Numeric ID in its properties page. This is in addition 

to the dedicated Numeric ID page. This addition allows users to enter the ID at the time they edit the 

name and other properties. 

General Security Enhancements  

Performed system penetration testing and enhanced the overall system cyber security to provide optimal 

protection from hacking and attacks. This is part of an ongoing policy to ensure Valerus is well protected. 
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Numeric ID Report 

Added a new Excel report under the Numeric ID form allowing the user to export a report showing the 

resources and their Numeric ID. 

 

Dynamic Shortcut from Dashboard 

Enhanced the Dashboard error messages and added the option to click a shortcut that will navigate 

directly to that device/resource configuration page. This feature will only work for users who are allowed 

access to the configuration pages.  
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Removed Channels FIFO 

Removed channels will now be deleted based on retention days set before their removal. This matches 

the logic used for regular channels and is FIFO based. 

Channels set without retention limits will be recorded based on available drive space, while those that 

have days limitation set will be recorded based on that limit, even if the storage allows more time. 

Add the Gateway to the Excel Report of Devices  
The existing Excel created from the cameras and devices page was improved to also include the Valerus 

ViconNet Gateway servers (if used). 

Updated Remove NVR Message 
Warning message shown when user tries to remove the NVR was updated to better inform the user of 

the results of such action. 

 

 

 

 

New NVR Version Message 

A message indicating an NVR is running a newer version than the rest of the system was added to both 

the NVR page and as a Dashboard message. This is provided to alert the availability of a newer version 

(prior message was for older version only) in cases when it was locally updated or shipped with a newer 

version. 
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Advanced Log Mode 

Added additional logging tool to help in troubleshooting.  

 

Resources List State on Monitoring 

Added a visual setting under the User Settings to control the state the Resources list on the Monitoring 

page opens in. The default state is to open expanded, but now the user can choose to open collapsed. 



Vicon Release Notes 

11 

Written by Guy Arazi 
 

 

Double Click on Video Issue 

Corrected an issue that randomly caused a camera that was double clicked to bring it to single camera 

view to switch to a different camera. 

Keypad/PLC Support on Win7 32 Bit 

Updated the Keypad/PLC installation to allow running it on Windows 7 32 bit client PCs. 

Preset Naming Issue 

Corrected a problem in the PTZ preset screen, where naming a new PTZ preset would overwrite the 

oldest preset and result in presets not being consistent. 

No Quick Playback from Keypad 

Fixed a problem preventing the use of the quick playback function from a keypad connected to Valerus. 

Fixed in the Valerus client itself and not in the keypad/PLC install. 

Added Protection for Export Name 

Added a warning message that notifies when unsupported characters have been used for an export 

name. This prevents the user from creating exports that will fail to download due to the unsupported 

characters. Such characters are special symbols, for example !@#$%^&*() and others. Use of – and _ is 

allowed. 
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Email Now Shows Name and IP 

Enhanced the email message sent from a Rule in Valerus to show both the device IP and its name 

instead of showing only the IP address. 

Editing/Creating Email Rules will not Trigger False Email 

Corrected the email mechanism so it will not send unwanted emails when editing the rules. At this time, 

restarting an NVR will still trigger email rules for cameras on that NVR. This will be further addressed in 

the next version. 

App Server Redundancy Corrected 

Corrected the Application Server Redundancy module, which was reported to miss information when 

switching over to the Redundant Server and back. The functionality where the database is replicated 

from main Application Server to the Redundant Server every 30 minutes has been verified and enhanced. 

An additional replication is now added to occur when a manual switch is requested (prior to the switch). 

PTZ Runaway  

Corrected an issue reported by customers experiencing difficulties in accurately driving a PTZ camera 

from Valerus, primarily when tracking someone. The control of the PTZ has been “jumpy” and the 

cameras were reported to pan out of control and also get stuck when zooming in and out. 

Fix applies to both the PTZ control module in the Player and the monitoring of the PTZ in the NVR and 

has been added to better control and protect from such issues. 

Tour Scroll Bar 

Corrected the scroll bar in the Tour configuration screen that would not show correctly and prevent from 

scrolling down the list of views. 

Export of Hemispheric Cameras 

Corrected an issue causing exports from a hemispheric camera not playing back correctly in the Player if 

the home preset was set to a quad view. 

Camera CPU Overload 

Prevents the situation where certain camera models would go into a 100% CPU load when used via 

Internet Gateway. Fix prevents going to alternate mode on NVR failure, which camera could not handle. 

Gray Video Tile 

Under certain load when using multiple monitors, video will stop and a gray background will be seen until 

Player is closed and re-opened. This behavior was observed when logging into the client and having 

multiple video tiles populate. 

Issue is now corrected and all tiles start and get to streaming correctly. 
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Motion Event Recording 

Correcting an issue reported where motion events from cameras may sometimes fail to trigger recording. 

This issue has been tested and cleared.  

Empty Groups in Monitoring 

Device groups created and containing resources that are not authorized would still show on the 

monitoring list. Only the name would show, not the resources. This has been corrected. 

Listener Port 

Changes to an event listener port would not take effect until Application Server restarts. This was 

corrected and changes take effect after saving them without a need to restart the Application Server. 

Stream Display Order 

In device streams, there was no consistency in which is stream 1 and stream 2, which caused confusion. 

This is now set to always show in descending order of resolution. 

ADAM Device Relay 

Rules to operate an ADAM I/O device relay could not be saved properly. This has been corrected. 

Export Backward Compatibility 

Exports created from older Valerus version recording (i.e.; 18R1) could not be viewed in the Valerus 

Player and required the Player to be downgraded to the 18R1 version. This is a backwards compatibility 

issue that has been corrected. 

ViconNet Gateway Failure 

Added support so a Valerus - ViconNet Gateway failure can trigger an event, where before it would only 

show on the Dashboard but action could be set. The Valerus-ViconNet Gateway is now listed with the 

NVRs on the” NVR connection lost” event. 

Known Issues 

Double Click Playback Tile goes live 

When a certain video tile is showing playback video and the user double clicks it to go full screen, it will 

switch back to live mode and requires relaunching playback. 

Mixed Channel Audio Export 

When exporting a mixed channel (video + audio), the export contains a duplicate for the audio file. The 

stand-alone player will filter the duplicate when used. This is expected to be corrected in next release. 



Vicon Release Notes 

14 

Written by Guy Arazi 
 

Digital Input Configuration 

Configuration of digital inputs is only possible for users in the Admin or Supervisor group and not when 

using users in other groups who will not see the digital inputs listed. The functionality is not hurt for 

other users, only the configuration. 

ADAM Device Relay Name 

Renaming of the ADAM units does not get saved properly and should be avoided at this time. This will be 

fixed in the next version. 

Playback Behavior in Events Query 

In the Events Search query form, if there is no video at the time searched, the Player opens at the 

closest available recording and does not display a message that there is no video at the requested time. 

This will be enhanced in the next version. 

Maps in Active Directory 

When Valerus is connected to Active Directory, maps cannot be saved. Contact tech support for 

assistance in case your system experiences this issue. 

No Audio for Removed Channel 

An audio channel that has been removed (deleted) from Valerus and is still seen as a “removed channel” 

cannot be played back. 

Quick Config False Error 

When running Quick Configuration, a message stating “camera communication lost” is sometimes shown 

although the camera has been added and working well. 

Samsung Cameras Issue 

When adding a Samsung camera and performing factory default on it, the camera sometimes will start 

showing two video resources instead of one. To resolve this, the camera needs to be removed from 

Valerus, reset to factory defaults and then added back. 

In addition, motion detection from certain Samsung/Hanwa cameras is not picked up by Valerus 

(different event topic in ONVIF). Topic will be updated in a future version. 

UI Scaling Issue 

The Valerus UI is optimized for full HD screen resolution (1920x1080). If Valerus is opened on a screen 

set for resolution 1280x1024, scroll bars are shown and the full screen button can’t be reached. The 

current workaround is to set that browser to 75% zoom. This sets the UI but does not harm the video 

display. 

Green Video V9360W 

The older model V9360W cameras show green flashing on the video when exporting video from 

recordings made in a 1080P resolution. A workaround is to lower the stream to 720P. 
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Old ONVIF Camera Support 

The old model cameras that have not updated their ONVIF version sometimes show ongoing disconnects 

and recording gaps in Valerus. A workaround is to remove these and add them back as generic RTSP 

devices (requires ANY camera license). 

This includes the older Vicon V960 and V980 series cameras. 

Preset Name in Rule 

When creating a Rule that calls a PTZ camera preset, the preset name is not shown in the dropdown list 

after saving it. This is a UI bug in the rules form only and does not affect the rule itself (the rule will 

work). 

Remote NVR Upgrades  

In systems that include remote NVRs over a slower connection (Internet and similar), performing a 

remote upgrade on those NVRs may fail. In such cases, upgrading the NVRs will need to be done locally 

on the unit. This will be corrected in a future version.  

In Playback via Gateway 

In rare cases where recording on ViconNet has very large gaps (days), it may not correctly playback in 

Valerus via the Valerus-ViconNet Gateway. The video can still be played back in ViconNet. This issue will 

be corrected in the next release. 

In Camera Credentials Error 

In some cameras, adding them to the system with the wrong credentials will result in a message “Device 

Error” instead of “Unauthorized.” This occurs when cameras do not reply correctly. 

V960 Series Camera Time 

Adding V960 series cameras to Valerus requires that their time is set (not the 2007 default) or the 

addition will fail. 

Digital Input on V960 Series Cameras 

The digital input from these cameras is not seen by Valerus. 

Sync Playback from Valerus and Gateway 

When playing back cameras from both the Valerus-ViconNet Gateway and directly connected cameras, 

the sync of playback will work only on lower speeds (X2, X4). 

Web Page Refresh 

On rare occasions where the web page did not properly show changes, a refresh is needed (refresh 

button or F5). Such a refresh may be needed after making changes to view to allow them to show on the 

Resources list, when adding an Internet Gateway and also when setting up IPV6 to apply the filter. 
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IQeye Cameras Alternate Stream 

When using IQeye cameras, it is required to disable their multicast stream to allow Valerus to pull an 

alternate stream from the camera in case of NVR failure. 

Switching Tabs during Museum Search 

Occasionally, while running a Museum Search, if the user switches to another tab and then comes back 

to the search, there will be no results shown. It is recommended to allow the search to complete before 

switching tabs. 

Thumbnail Image  

In Thumbnail and Museum Search, an image sometimes does not get loaded properly and will show a 

black tile. The search can be rerun at that time. 

Statistics Latest Recording Time 

In case of Event recording, latest recording time will always show the current time instead of the actual 

latest recording time. 

Video Stream Display 

Rarely, on camera switches, the video in that tile will stop and will require a page refresh to recover. 

Audio Time Line 

When dragging a microphone, the audio window will sometimes open without the time line at the 

bottom. Closing and reopening will fix it. 

Video and Audio Sync 

Live and playback of video and audio together will not be completely synchronized.  

Behavior on Playback Loss  

When playing back video, if the source for playback (NVR) disconnects, the video freezes. In the future 

we will display a message for “playback loss.” 

Behavior on License Error 

When attempting to log in during a license error (expiration or other), a user without configuration 

authorization will just see a spinning circle. A user with configuration authorization must log in to get to 

the license settings and correct it. In future versions we will add appropriate messages. 

Video in 1FPS 

If video is viewed at 1 frame per second, it will have a noticeable delay. 

Specific Event Handling 

Cameras that send an ON message for an event but do not send an OFF message will not properly 

generate alarms.  
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Using Network Drives 

Valerus will not yet recognize drives that are mapped from the network through Windows mapped drive 

(NAS), only those shown as local drives (including RAID or iSCSI drives). 

Multi-Monitor on Log In 

When logging in and asking to restore the last state, the View tabs for the other monitors sometimes 

opens in the main monitor and needs to be moved over again. 

Availability  

The Valerus 20R1U1 software is released to production. 


